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1. Status of transposition of Directive 2006/24/EC 

2. List of participants 
Absent: NL, MT, SK, PL, SK
Previous meeting: 22 January 2009

Next meeting: 12 March 2010

1) Welcome and Background

Jacques VERRAES (European Commission; JVe) opens the meeting. In the morning there will be presentations by telecommunication industries. In the afternoon, these presentations and further topics will be discussed by Member States without the presence of industry representatives.

MEETING WITH INDUSTRY REPRESENTATIVES

2) Presentation by and discussion with Industry on topical technical issues

2.1 Position papers “adopted” with or without reservation

Simon KANG (representative of Cable Europe; SKa) presens the Expert Group on Data Retention, its members, its purpose and its procedures. The task of the Group is to exchange experiences and best practises on data retention, and to assist the Commission with the evaluation of the Directive. Position papers on issues relating to the implementation and interpretation of the Directive were drafted, discussed and, some,  adopted. These papers have no legal status, but offer an authoritative point of view on these issues.
2.1.a SPAM email (formally adopted)

Malcolm HUTTY (representative of EuroISPA; MHu) presents the position paper / guidance document on Spam email. 
The Expert Group discussed the issue of spam email addressed the question whether data concerning these unsolicited email messages should be retained. The Group concluded that if the spam mail reaches the end user, its log has to be retained. This is also the case if the mail message is automatically filtered in a “junk” mail box to which the user has access. However, if the spam message has been intercepted / blocked before reaching any mail box of the end user, its log does not have to be retained. The ratio behind this is that if communication has taken place, the Data Retention Directive obliges to retain logs of this communication.

COM (JVe) asks MHu to what extent this position paper was implemented by operators, and how operators responded to it. MHu explains that the reception had been somewhat hesitant. Some of the large e-mail providers have asked to be briefed on the paper. Publication of the paper would help its take-up. COM (JVe) will look into this;with the appointment of the new JHA Commissioners the JLS website will undergo refurbishing. 

Members States did not express any views on the paper. 
2.1.b Webmail and web-based messaging

MHu presents the position paper on Webmail and Web based messaging.

The question addressed in this paper is whether of not the use by end-users of a web-browser as an interface to Internet e-mail falls within the scope of the Directive. The problem is that concepts like webmail, internet email, et cetera have not been properly defined by EU law and different interpretations exist. 

Webmail and messaging services that fall within the scope of the Directive, have to be distinguished from information society services (ISS) that are outside of its scope and data of which do not have to be retained. MHu mentions addresses some case scenarios (types of communication over the internet) and comments which ones of these fall under the scope of the Directive and which do not.

The paper, altogether, aims at clarifying the boundaries between electronic communication services and information society services.

At the request of DE, COM stresses that the position papers are not legally binding but do provide an authoritative interpretation of certain key issues concerning the implementation of the Data Retention Directive. The papers are unanimously adopted by the Members of the Expert Group, unless otherwise stated. The membership of the Expert Group includes representatives of all stakeholders: law enforcement, data protection, industry, and civil society and parliament. The discussion/position papers on the agenda were sent to the MS representatives prior to the meeting. COM states it expects that Member States will care to make the papers known to relevant parties within their jurisdiction. The Commission sees the papers as advice to national administrations and will help to inform the evaluation of the application of the Directive.

MHu adds that the papers can be useful for understanding the technical details that come with the implementation of the Directive.

2.1.c Role of transit providers

MHu comments on the question who has to retain traffic and location data, and in particular what the responsibility is of transit providers. The paper distinguishes between access providers at the one hand and transit providers at the other. The latter do not have access to many of the data listed in Article 5 of the Directive and can therefore not retain them. Moreover, retention of data by transit providers would lead to duplication, because they would be retaining similar data as access providers.

COM asks whether anonymisation services fall under the scope of the Directive. MHu explains that the paper does not cover this issue, and that this may be discussed by the Expert Group at a later stage.

2.1.d Third Party networks and the role of service providers in Data Retention

Håkan HJELMESTAM (representative GSMA/TeliaSonera, HHj) presents the position paper on Third Party Networks. This paper, of which the final version was drafted on 15 July 2009, was adopted by the Expert Group. 
The paper addresses the role and responsibilities of third party networks and service providers to retain traffic data and subscriber information with regard to the obligations resulting from Directive 2006/24/EC. The responsibility of providers include: capturing the data listed in Art 5 DRD under the conditions set out in Article 3; retaining them and delivering them upon request to competent authorities, and deletion of the data after the retention period is finished. Different actors exist that stand in various relations with each other: network operators, service providers and third party network providers. 

The paper concludes that service providers must retain the data they process, but that because of the fact that full coordination of the data that are retained by the various actors is technically not possible, duplication of data cannot always be avoided. COM commented that for this reason the issue would probably need to be discussed again with Member States which will be asked to provide further comments on the paper.
2.2 Position Papers under Discussion

Two more papers were drafted by the Expert Group, but they are still under discussion. 
2.2.a Introduction to the series

MHu comments on the paper on the Introduction to the series (Document Nr 0). It is currently being discussed as to under what procedural conditions these papers are to be adopted and how the role of the Expert Group should be defined.

The paper proposes to attribute each document in Group A (technical guidance), B (information) or C (comments), in order not to create any misunderstanding regarding the purpose of the Group's papers.

Papers are to receive high persuasive status, MHu explains. This paper helps to read and understand the guidance papers by the Group.

COM draws the attention to the disclaimers included in each paper.

2.2.b Internet Telephony (VoIP)

SKa present the paper on Internet Telephony (VOIP).

This paper aims to define the concept of Internet Telephony. Basis is “publicly available electronic communication services”. The technology does not allow to discern what communication services are within the scope of the Directive. The paper aims at establishing one category of telephony, taking together fixed, mobile and internet telephony. Data concerning telephony services using the E.164 coding should be retained.
This paper should be understood as guidance towards telephony services (not primarily towards national governments).

DE asks whether this paper belongs in Category A. Also it wonders whether this guidance should in fact be adopted by EU or national law.

COM answers that the guidance as such falls under A part but the other part falls under C (for further examination). Merijn SCHIK (DG INFSO) adds that the paper will be studied in the context of the most recent legal provisions adopted on this issue. 

2.2.c Related Standardisation issues (ETSI)

ETSI was not present. During the meeting of 22 January 2009, Peter VAN DER AREND, the chair of the ETSI Technical Committee on Lawful Interception, presented relevant ETSI standards. COM explains the content and relevance of the ETSI hand-over standards, and notes the added-value they represent for Member States' law enforcement authorities when requesting and obtaining retained data. HHj adds that these standards go beyond the scope of the DRD.

2.3 Other Issues

2.3.a Reimbursement of costs – models – market impact

MHu presents the point of view of industry on the issue of cost reimbursement.

He explains that, initially, communications service providers (CSPs) did not expect to incur significant costs because of the DRD, as they already used to retain data (for billing purposes). However, when evaluating the Directive's application, the significant additional costs for CSPs became apparent, because storage as well as dedicated retrieval systems had to be acquired and introduced. MHu stressed the cost impact of data security measures that were introduced by CSPs.

To provide a quality service for law enforcement authorities, CSPs need to be able to pass on ensuing costs. CSP perceive data retention as a service for law enforcement agencies, which oblige them to set up a new branch or service within their organisations. The additional costs should be funded by public money.
Reimbursement on the basis of harmonised rules is necessary to keep a level playing field in all of the internal market. When levels of reimbursement or of quality of service differ, the market would be distorted. After all, the rationale of the DRD was to harmonize data retention, for the benefit of the internal market. Cost reimbursement should therefore not be seen as profit. Also compared to large CSPs small CSPs are more likely to face disproportional costs in terms of implementing the tools and equipment necessary for complying with the DRD.
FI proposes to include in the DRD that law enforcement agencies can select CSPs to impose obligation to retain data upon, and reimburse these CSPs accordingly.

COM underlines the importance of the Questionnaire for the issue of efficiency of data requests. COM invites both MS as well as industries to respond to the Questionnaire as detailed as possible. The purpose of the Commission is to evaluate the efficiency of the Directive's application, but also the way in which additional costs are incurred by CSPs.

SE (Sweden) remarks that the situation in which different recovery schemes exist, is not unique. It holds that the businesses (small and large) already have the proper equipment and the right solutions. Most important is that the requirements are clear.

MHu responds that clarity is indeed important, but points out to the considerable differences between legal interception and data retention. The latter involves more work, additional equipment and personnel. This comes with additional costs.

COM reminds that during the negotiation on the DRD, initially a provision on cost reimbursement was proposed to be included. However, during the negotiations this provision was left out because no political consensus could be reached. The obligation to reimburse costs could also make MS more efficient when requesting retained data.
2.3.b Issues related to mobile communications – roaming – enhancing the traceability of users of prepaid services

HHj states that the issues under this agenda point will be discussed by the Expert Group.

COM explains the considerations in favour and against EU legislation to combat misuse of anonymous (prepaid) communication services.

2.3.c Data Retention and “unsuccessful call attempts” of Art 2§2f DRD
HHj introduces the issue and states it will be discussed in the Expert Group.

COM comments that Art 3.2 DRD provides that unsuccessful call attempts fall within, but unconnected calls outside, the scope of the retention obligation.

UK understands that Art 3.2 only obliges CSPs to retain data that have actually been generated and stored.

FR agrees with UK: data relating to unsuccessful call attempts have to be generated and stored (for commercial reasons) in order to fall under DRD.

ES recalls that when transposing the Directive, it considered the obligation to retain data about unsuccessful calls, i.e. connected but not answered and where there was an intervention by the CSP: an "unconnected call" is defined as one in the course of which the call has not been successful without intervention by CSPs. ES comments that for mobile telephony, this has been a difficult issue.

Q and A session - attendees are invited to ask questions to industries

COM asks whether industries deem that the investments they made are proportionate in relation to the usefulness of data retention for LE.

MHu responds that it depends on the evaluation of the 'benefits' of this DRD. Internet data are not requested as much as telephony data. Also, cost reimbursement is important. When MS do not want to reimburse, apparently the instrument of data retrieval is not proportionate from a financial point of view, MHu argues.
COM addresses the issue of narrowing reducing the retention period in MS.

FR asks about the situation in which a CSP stores in another MS with different retention periods.

COM refers to the afternoon agenda matter 'Centralisation of data storage'.

MHu states that smaller ISPs that operate nationally in a single country tend to be concerned about the idea of harmonisation if this resulted in a longer retention period. However, large CSPs that operate at transnational level, would favour more harmonisation in this regard, for various reasons, amongst which solving the problematic differences that exist between national markets.

COM asks whether industries experience that MS use CSPs retention services as extended branches of their law enforcement agencies, e.g. by requesting analytical services.

SKa answers that he cannot fully know whether this is the case, but can tell that security cleared staff of CSPs sometimes cooperate with law enforcement agencies in the case of lawful interception.

RO comments that in their country the data retention legal situation has not changed much since the Directive came into effect. Its law enforcement agency works together with CSPs.

END OF MEETING WITH INDUSTRY REPRESENTATIVES

[Break for lunch]
Chair: Achim KLABUNDE (European Commission, AK)
3) Conclusions on the basis of discussions with industry

COM highlights some of the issues that were discussed in the morning. Amongst these were questions like: what is the scope of the DRD, how far does it go? To what extent may or should governments have cost reimbursement schemes? What is the status of the Expert Group's papers? What does it mean that there are more requests for telecom data than for internet data? Should there be more harmonisation in the field of data retention? How to interpret the issue of unanswered / unconnected calls? Is it problematic that some data are retained double by third party network, contrary to what the Directive prescribes?
4) Evaluation of the Application of the Data Retention Directive – Debriefing by the Commission about the ongoing evaluation process – impact on economic operators and consumers, developments in Electronic communications services
Wessel DIKKER HUPKES (European Commission, WDH) gives an update on the process of the evaluation of the Directive. The evaluation takes place in two ways:

1) Regular meetings with the Expert Group on DR; with industries, MS and MEPs.

These meetings have proven to be very useful to discuss specialist and technical topics such as data storage, internet related issues, cost reimbursement, et cetera.

2) Input by Member States via replies to a questionnaire and bilateral meetings. The Commission planned to undertake bilateral meetings with all EU and EFTA MS. Until now, meetings have taken place with UK, DE, FR, BU, DK, ES, LV, LT, EE, LU, PT, CY, GR, BE, FI, RO, SK. The Commission has planned to hold meetings with the remaining MS within the next four weeks.

Based on the experience of the bilateral meetings taken place so far, the Commission finds the input of MS during these bilateral talks highly useful. 

The bilateral meetings are undertaken as a complement to the Questionnaire that was sent out in September to all MS, the EP, to NGOs and industries. COM has extended the deadline for responding to this Questionnaire until December 23rd. All parties are asked to respect this deadline, as the Commission plans to start drafting the evaluation report in January.

Based on the bilateral meetings with MS, COM shares a few impressions / first finding with the attendees to this meeting:

- Most striking is that the manner in which the Directive is transposed situation aries significantly per MS. This goes for all aspects: length of the retention period, the number of requests for data by law enforcement agencies, the procedure for access to data, cost reimbursement schemes, measures taken to combat misused of prepaid communication services. 

- Obligations incumbent on industries. The question is whether CSPs should retain for law enforcement reasons more data than they used to retain for commercial purposes. Because of the law enforcement motivation, such issues as well as those relating to access and use would rather require a JHA instrument instead of internal market Directive.

- Centralisation of storage: failing insight how DPAs check on respect of national data protection law. The question was asked what the impact is on economic operators and consumers, and how the issue of extraterritorial application of national data protection law is addressed in this context.
- Developments in Electronic communications services. The question that is addressed in this context is whether the DRD is keeping track with the latest technical developments?
COM addresses the issue whether if data are not "generated of processed" as mentioned in Art. 3 DRD (e.g. in the case of flat-rate billing), CSPs should nevertheless retain all data mentioned under Art 5 DRD, or whether it suffices that only those data that are needed for commercial reasons are retained. 
DE expresses surprise by this observation of COM. 

UK holds that not too much focus should be on just billing; there are also data that will be retained for other commercial reasons.

RO explains that the situation in RO is slightly difficult, because their laws seem to contradict the requirements of the Directive.

SE emphasizes that the DRD reads: generated OR processed. SE interprets that as soon as they are processed, the data under Art 5 should be retained. SE does not share this “new” interpretation by the COM.

LT suggests that the Expert Group will clarify this issue, because LT law has directly transposed the DRD,, hence it dependents upon the legal interpretation of this Directive.

COM brings up another issue: how to deal with data after retention period? Some MS seem to impose that data to be deleted; others to allow retention beyond that period namely if there is a commercial need. The issue whether in the latter situation available data may be accessed by law enforcement authorities seem to differ per Member State. 
UK refers to Art. 7(d) DRD "the data, except those that have been accessed and preserved, shall be destroyed at the end of the period of retention." A longer retention period is therefore possible.
A further complexity is the e-privacy directive, which promotes using anonymous or pseudonymous data where possible.
Hence, UK foresees a problem. Focus should be on practise of access to retained data without due delay.

COM: Art 7(d) DRD indeed allows for an exception to the retention period, but a contrario we can observe that deletion is the rule.

FR remarks that the e-privacy Directive 2002/58/EC remains the starting point. DRD is to be read as an exception to this Directive. Relevant is that since 2006 the data have to be stored categorically in order to be accessed for police or judicial reasons.

SE remarks that the procedures in regard to the access to the retained data by police / judicial authorities are not laid down in the DRD; such is up to the MS themselves.

5.a Implementation of the Data Retention Directive by Member States
COM discusses two items in the regard to transposition of the DRD.

1. National law that has changed since notification. COM invites MS to re-notify the COM.

2. Some MS have notified laws but not the decrees that are needed to have the transposing laws come into force.

5.b  Member States are requested to update the overview contained in annex as appropriate
See annex for an updated overview of the implementation of the DRD in MS.
6) Centralised Data Storage – presentation by COM
Philippos Mitletton (European Commission, PMi) presents a paper on the question whether and if so: under what conditions CSPs can store data in another country than the one where the data were generated and, if this is the case, which national law applies. The paper explores the different cases that could occur and discusses which law applies.

The general idea that the paper puts forward, is that the law follows the data. This means that the law of the country where the data are generated applies, regardless of where these data are stored. Also there can be a difference between the application of the data protection law versus the data retention law. The country in which data are stored determines the DP-law in place. The origin of traffic is decisive for retention law.

BE asks which country's law apply for requesting access to data that are stored in another country.

COM explains that law enforcement agencies have to consult their authorities.

UK comments that this issue can lead to difficulties.

COM asks whether or not MS are prepared to accept the situation where data that are generated in another country and that are retained on their territory are deleted or retained different from the retention periods nationally applicable, or whether their national law should prevail (territoriality principle). MS are invited to reflect on this issue.

UK considers this question to be a rather practical matter. Because CSPs often operate transnationally, it is not always possible to control the reality by laws.

FR wants to distinguish between political and legal answers; FR upholds its penal law against CSPs that do not obey DRD. But if CSPs are abroad, the problem of extraterritorial application of its law would thwart the application. It is then hard to decide which penal code will apply.

Also, this could be perceived as a political problem with regard to distortion of competition.

COM confirms the problematic nature of this issue. The relevant position paper tries to cover the issue which data protection and data retention law applies in situations in which data are storied in another country. The case scenario presented by FR is not addressed in the discussion paper.

7) AOB

RO asks about statistics according to Art. 10 DRD. Also the Questionnaire asks for statistics. What is in this regard meant by "the amount of requests"? Should MS provide the amount of data, of requests, or the amount of court orders? The same confusion exists as regards transnational requests. It seems that different interpretations are possible.

COM answers that the expression “request” is the middle ground between the number of “orders” for data and the amount of “data”: one order may have to be translated into several requests. The situation per MS is different. Providing statistics on the number of "requests" allows to have comparable statistics
8) Closure

COM thanks all the participants for their contribution to this discussion. The next meeting with MS will take place on 12 March 2010.
----------

Annex to the report of the conference with Member States on 23 November 2009

Status of transposition of Directive 2006/24/EC 

Reported by Member States and EFTA on 22 January 2009 – amended v. 23 11 2009

based i.a. on oral communications during the meetings 

	
	Country
	state of implementation of Telephony
	state of implementation of Internet
	cost recovery issues
	condition access & use of retained data

	
	AT
	law is under preparation by the government that was elected end 2008; the length and depth thereof could as of yet not be assessed.


	law is under preparation by the government that was elected end 2008; the length and depth thereof could as of yet not be assessed.


	One of the issues to be addressed: is the obligation of the government to reimburse costs incurred by CSPs
	Request requires a court order; serious crime

	
	BE
	The law does already exist but still has to be brought in conformity with the DRD; the current retention period is 12-36  months; in the new law this will be brought to 24 months 
	idem
	Study is carried out and will be published in 2010 on which basis it will be decided to reimburse or not 
	A request has to be made by an prosecutor or an investigating judge 

	
	BU
	12 months retention period - national law is applied by means of Ministerial decrees since 15 09 2007  
	legal provisions should have been  applied as from 15th March 2009 – but are still pending  
	no reimbursement of investment or operational costs
	prosecutor with "passive technical access" to  CSPs database based on a court order;

Appeal against the order is possible;

Mandatory registration of users of prepaid SIM cards;



	
	CY
	Yes. law entered into force on 1st  January 2008 – retention period : 6 months
	Yes. 15th  March 2009 the law entered into force – retention period 6 months
	No reimbursement
	Police must obtain a court order prior to requesting data to prevent, investigate  and  prosecute “felonies” and crimes punishable with imprisonment of > 5 years

	
	CZ
	data retention law of 2005 (nr 1272) followed by a Ministerial order (nr 485) which covers 90% of the DRD – new law is pending – waiting approval of the new government
	Incomplete. data retention law in 2005 (1272) followed by a Ministerial order (nr 485)
	Government covers all (technical and service) costs incurred by service providers; estimated budget  4-6 million €.
	Specific cases: 

1. cases enumerated in the police act 

2. on the basis of a Court order 

3. National Bank in the remit of its mandate

	
	DE
	Yes. 1st January 2008

case brought to the constitutional court  against the law implementing the DRD – public hearing on 15 December 2009 – judgement foreseen early 2010
	Yes. 1st January 2009

idem
	does not intend to reimburse investment costs; Grants  "reasonable compensation"  when requested to retrieve and transfer data; relevant law  adopted; contains a range of flat indemnity rates;  telecommunication providers have brought administrative action against the decision not to reimburse investment costs; does not provide financial support for the implementation
	Specific cases:

1.  of considerable importance 

2. committed using telecommunication means

3. necessary to establish the facts or determine the residence of the accused

	
	DK
	Implementation as of Sept 2007; (amendment of the 

 Administration of Justice Act) – 12 months retention period
	Idem – 12 months retention period
	Only OPEX on the basis of an invoice issued by CSPs
	DR pre-existed; 

Police can request  when authorised by court order in a specific case of 'qualified suspicion' (excl. prevention) – pro forma lawyer defends interests of person whose data are accessed – scope: investigation of  crimes carrying a punishment of at least a maxim 2 years imprisonment as well as certain specific crimes; 

	
	EE
	Obligation to retain telephony data under the DRD applies since 2008 – retention period is 12 months
	Obligation to retain internet data under the DRD applies since 15th March 2009 - retention period is 12 months
	no cost reimbursement plan; costs of forwarding data are covered 
	DR pre-existed; Access be requested by law enforcement authorities; supervision process set up by the legislator; scope: investigation of crimes that carry at least a maximum penalty of three year imprisonment

	
	ES
	Law applies since May 2008 - law will eventually  encompass ETSI TC 650 handover standard - format to be verified by the MoI and MoJ – retention period is 12 months
	Law applies since May 2008 – retention period is 12 months
	costs for the retention and retrieval are borne by providers – communication channel for providing retained data is  paid by competent authorities 
	Access for serious crimes – officials of 7 authorities can request data – data must be delivered to central unit under each authority - court order required prior to requesting data – scope: concept of  “serious crimes” subject of judicial interpretation   

- mandatory registration of users of prepaid SIM cards in force

	
	FR
	Law was adopted in 2007 – transposed by ministrerial decrees

1. retention period 12 months -

2. DRD fully transposed – case brought to the administrative court was declared unjustified  
	idem
	OPEX reimbursed according to tariff list 
	Judicial order required

	
	FI
	Retention of telephone traffic data applies as from June 2008 – 12 months retention period 
	Retention of internet traffic data applies as from 15th March 2009 – 12 months retention period   
	government reimburses CAPEX (telephony and internet) and OPEX for each transfer of data
	To access traffic and location data: court order is required; to access subscriber data: can be directly obtained;   access for “serious crimes”, carrying at least an imprisonment of max. 4 years, as well as  (attempted) offence  "against a computer using a terminal device", pander, threatening a person to be heard by judicial authorities, menace, a drugs offence, preparation of a terrorist offence

	
	GR
	not yet transposed; draft law transposing the telephony part to be submitted to parliament; (retention period: [12] months) 
	2nd legislatory committee to be set up by new MoJ to draft the law transposing the internet part
	No reimbursement plan is foreseen under the current draft law
	DR pre-existed ('05 Decree) ; specific order of publ. Prosecutor/judge  is required -scope: investigation of serious crimes (incl preparation)  -    independent authority exercises supervision – mandatory registration of users of prepaid SIM cards as from June 2010 

	
	HU
	Since March 2009 the law entered into force in March 2008 – retenetion period 12 months and 6 months for unsuccessful call attempts
	Idem
	No cost reimbuement forseen 
	

	
	IE
	Yes. Since 2005 – draft law transposing DRD pending – 5 stages : 2 year retention period 
	L

egislative process is nearing its end; for implementation, IE could not give a firm deadline

1 year retention period retention period
	not intenion to reimburse costs incurred by providers – estimated costs CAPEX 2,5 mln / OPEX 1,5 mln/annually


	Request by single authorized senior police or military authority; under supervision of a high court judge

	
	
	
	
	
	

	
	IT
	Yes. 30th May 2008
	Yes. 30th May 2008


	No generation of additional costs for operators; State does not provide financial support for the implementation
	Access restricted; requires  written request to court, court order;  authorisation to police

	
	LT
	Yes. e-Communications law since 7 June 2007 
	internet part  transposed by amendment of the e-Communications law; applies since 15th March 2009
	No cost reimbursement scheme exists
	court order is required

	
	
	
	
	
	

	
	LU
	Yes. since 2005
	Yes. since 2005
	No cost-reimbursement scheme exists.
	Examining; case of investigation of  "serious offence"; sample catalogue lists the relevant offences

	
	LV
	National law applies as from 2007 - 

18 months retention period
	National law applies as from 2007 - 

18 months retention period
	No cost reimbursement
	DR pre-existed – a special individual  request to operators based on a judicial authorisation is required; scope: prevention &  investigation of 'crimes'; specialised units process requests; standard request form 

	
	MT
	September 2008, law introduced the obligation to retain telephony data
	September 2008, law introduced the obligation to retain internet traffic data
	No introduction of general cost reimbursement scheme; certain expenditure covered on a case-by-case basis
	be requested by police and courts, based on a written request or, in cases of imminent danger, by email or phone; "serious crime" punishable by imprisonment of at least 1 year.

	
	NL
	The law of 18 July 2009 amending the telecommunication law in conjunction with a Royal Decree entered into force in August 2009 - 


	The law of 18 July 2009 amending the telecommunication law in conjunction with a Royal Decree entered into force in August 2009


	Investment costs are not reimbursed. A fixed rate reimbursement scheme exists for each transmission of data
	public prosecutor can order CSPs; serious crimes

	
	PT
	17th July 2008 the transposition law was promulgated

- In May 2009 regulation on the interaction between Service providers and public authorities using dedicated software
	Idem
	No reimbursement of CAPEX and OPEX 
	requires a court order; serious crime

	
	RO
	Yes. 18th November 2008 – the transposition law was declared unconstitutional on 8 October 2009 – situation uncertain 
	Yes. 15th March 2009 – law declared unconstitutional
	Investment costs (infrastructure) reimbursed by means of fiscal deduction
	judicial authorisation  to request from prosecutor; "serious crime".

	
	SE
	currently working on drafting a bill;

bill has yet to be submitted to Parliament 
	idem
	 Not yet dediced
	Not yet decided

	
	SK
	Yes. Since April 2008
	Yes. Since April 2008
	No cost-compensation scheme exists; operators carry all costs
	Only 'competent bodies', e.g. courts and secret service -  police has direct access to a database with the identity of the users of fix and mobile telephony 

	SI
	Transposed in Act of 12 Dec 2006 amending the Electronic Communication Act; obligation to retain data applies from 15 Sept 2007.
	Transposed in Act of 12 Dec 2006 amending the Electronic Communication Act; obligation to retain data applies from 15 March 2009.
	Cost-reimbursement is not provided under the Electronic Communications Act.
	Retained data can be accessed on the basis of a court orde for the following purposes:

- investigation, detection and prosecution of crimes stipulated in the Criminal Procedure Act (Art. 150);

- for ensuring national security and the constitutional order, and security, political and economic interests of the state, as stipulated in the Slovene Intelligence and Security Agency Act (SOVA),

- national defence as stipulated in the Defence Act

Order of a competent authority is required. Who is the competent authority depends on the authority seeking access to the retained data; in majority of cases it is an investigating judge, but it could be also the Supreme Court or the director of SOVA. 

	
	UK
	voluntary retention scheme is in place since 2004; obligation retention telephony data (fixed and mobile) exists since 2007
	On 6th April 2009, the Data Retention (EC Directive) Regulations 2009 entered into force 
	reimbursement scheme covers capital costs of systems and staff;  estimate d budget 30 million GBP/year
	single point of contact processes requests; dedicated training available for officials entitled to request and access

	
	EEA
	postponed the implementation until Joint EEA-EU Committee has reached political agreement on the  inclusion of the DRD into the EEA framework
	idem
	idem
	idem
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