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Questionnaire on the 
Data Retention Directive (DRD)

NGOs / Representatives of Professional Groups

Introduction to the questionnaire

The European Commission, Directorate-General Home Affairs has commissioned the Centre for Strategy & Evaluation Services (CSES) to carry out a study to inform the Commission’s impact assessment on proposals concerning possible revisions to the current EU legal framework for storage, access and use of telecommunications data for the purpose of combating crime, currently governed by the Data Retention Directive (“DRD”).

As part of this engagement CSES is obtaining opinions on various Policy Options in relation to data retention including the implications for operational effectiveness, criminal justice, industry, and citizens’ fundamental rights to privacy and data protection. The European Commission is considering a number of policy options, which include:

· 1: Not amending the Data Retention Directive;

· 2: Repealing the Data Retention Directive; 

· 3: Amending the Directive to ensure minimal retention plus tighter regulation of access and use of the data and of monitoring requirements; and

· 4: Amending the Directive to extend the purpose and scope of data retention.

The questionnaire follows the key provisions of the Data Retention Directive, asking for your opinion on possible changes that could be introduced.

We would very much appreciate your inputs to this consultation. All of the answers provided will be treated confidentially and will not be shared with third parties outside the study team. The assessment of the responses may refer to single responses individually, but anonymously. 

If you have any questions about the content of the questionnaire, please contact Katarina Granath (Project Manager) per email (kgranath@deloitte.de).

Contact details of the person(s) completing the questionnaire (in case of questions)

	
	Type of information
	Details

	
	Country
	Germany

	
	Name of organisation
	Arbeitskreis Vorratsdatenspeicherung (German Working Group on Data Retention)

	
	Name of respondent
	

	
	Title / role in the organisation
	

	
	Email address
	kontakt@vorratsdatenspeicherung.de

	
	Telephone number
	

	
	Experience in relation to data retention
	The Arbeitskreis Vorratsdatenspeicherung (German Working Group on Data Retention) is an association of civil rights campaigners, data protection activists and Internet users. The Arbeitskreis coordinates the campaign against the introduction of data retention in Germany.


Questionnaire

	
	Question
	Answer
	

	
	General questions
	

	1. 
	What are the advantages and disadvantages of data retention on citizens'/consumers' fundamental rights to data protection and privacy?


Please take account of the use law enforcement authorities may make of the data in investigations, detection etc.
	Advantages

Blanket and indiscriminate telecommunications data retention has proven superfluous for the detection, investigation and prosecution of serious crime. Although retained communications data is occasionally useful for those purposes, there is no evidence that such benefits depend specifically on blanket data retention legislation. On the contrary, crime statistics reveal that there is not a single EU Member State where blanket and indiscriminate telecommunications data retention has had a statistically significant impact on crime or crime clearance. Crime statistics prove that several states in and beyond Europe (e.g. Austria, the Czech Republic, Germany, Romania, Sweden, Canada) prosecute crime just as effectively by using targeted instruments, such as recording data that is needed for a specific criminal investigation only (“data preservation”). 
	

	
	
	Disadvantages

Blanket and indiscriminate telecommunications data retention has proven harmful to many sectors of society. It disrupts confidential communications in areas that legitimately require non-traceability (e.g. contacts with psychotherapists, physicians, lawyers, workers councils, marriage counsellors, drug abuse counsellors, helplines), thus endangering the physical and mental health of people in need of help as well as of people around them. The inability of journalists to electronically receive information through untraceable channels compromises the freedom of the press, which damages preconditions of our open and democratic society. Blanket data retention creates risks of abuse and loss of confidential information relating to our contacts, movements and interests. Communications data are particularly susceptible to producing unjustified suspicions and subjecting innocent citizens to criminal investigation. 
	

	2. 
	What are the benefits of access to retained data during the following different stages of investigations at present: prevention, investigation, detection and prosecution? 

In your view, what is the evidence for the necessity of the retained data?


	Prevention
	

	3. 
	
	Investigation
	

	4. 
	
	Detection 
	

	5. 
	
	Prosecution

First of all, law enforcement interests cannot justify the Directive due to its legal basis. If the EU relies on internal market objectives for establishing its competence, it cannot rely on a completely different purpose (facilitating law enforcement) for establishing conformity with fundamental rights.

Second, access to communications data can be useful for the prevention, investigation, detection and prosecution of certain criminal offences. However there is no evidence that the prevention, investigation, detection and prosecution of crime depended specifically on indiscriminately retaining communications data without cause. Where communications data is stored only for commercial purposes and subsequent to preservation orders, the number of offences that are prevented or prosecuted is not significantly lower.

Please refer to pages 9 pp. of AK Vorrat's background report for detailed information on

· why access statistics and examples of usefulness fail to demonstrate necessity,

· why extra communications data often makes no difference to the outcome of criminal investigations,

· why any remaining benefits of blanket data retention are offset by counter-productive side effects on the prosecution of serious crime in other cases.


	

	6. 
	What is the impact of data retention on:

a. Vulnerable groups’ fundamental rights to data protection and privacy (e.g. minors - please specify who you consider to be part of a "vulnerable group"); and 

b. Specific professional groups with concerns about the retention of confidential communication (e.g. journalists, doctors, lawyers)? Please specify what professional groups are relevant to consider in this regard. 

Please take account of the use law enforcement authorities may make of the data in investigations, detection etc.
	Impacts on vulnerable groups

Any citizen is vulnerable to the devastating side-effects of retaining information on any electronic communication without cause. Even where professional groups are concerned, the citizens using their services are affected, too.

With a blanket and indiscriminate telecommunications data retention regime in place, sensitive information about social contacts (including business contacts), movements and the private lives (e.g. contacts with physicians, lawyers, workers councils, psychologists, helplines, etc) of 500 million Europeans is collected in the absence of any suspicion. Telecommunications data retention undermines professional confidentiality, creating the permanent risk of data losses and data abuses and deters citizens from making confidential communications via electronic communication networks. Blanket retention has a major impact on consumers in that they can no longer use telecommunications in situations that legitimately require non-traceability. The indiscriminate retention of all communications data disrupts confidential communications in many areas, affecting victims of sexual abuse, political activists, journalists, accountants, lawyers, businessmen, psychotherapists, drugs advisers and crisis line operators. 

Please refer to pages 4 pp. of AK Vorrat's background report for detailed information on

· polls to that effect,

· examples of abuse of communications data,

· why communications data is prone to falsely incriminating innocent persons.


	

	
	
	Impacts on specific professional groups
	

	
	Purpose limitation of the DRD (Article 1)

Subject matter and scope

This Directive aims to harmonise Member States' provisions concerning the obligations of the providers of publicly available electronic communications services or of public communications networks with respect to the retention of certain data which are generated or processed by them, in order to ensure that the data are available for the purpose of the investigation, detection and prosecution of serious crime, as defined by each Member State in its national law.

This Directive shall apply to traffic and location data on both legal entities and natural persons and to the related data necessary to identify the subscriber or registered user. It shall not apply to the content of electronic communications, including information consulted using an electronic communications network.
	

	7. 
	What would be the implications on data protection and privacy of limiting the retention of and access to communications data exclusively to the detection, investigation and prosecution of serious crime as defined in the current draft proposal for a Directive on Passenger Name Records?

(See http://ec.europa.eu/home-affairs/news/intro/docs/com_2011_32_en.pdf)
	In our opinion the EU is not competent under Articles 114 or 87 TFEU to regulate access to and the use of retained communications data for law enforcement purposes (with the exception of cross-border requests). Access by law enforcement authorities to data held by private businesses in their own jurisdiction has nothing to do with police co-operation.

In our opinion the EU should outlaw national blanket communications data retention legislation and encourage the implementation of systems of expedited preservation and targeted collection of traffic data needed for a specific criminal investigation as agreed in the Council of Europe's Convention on Cybercrime. A data preservation system could be defined by an EU instrument but does not necessarily need to be.

If an EU-wide prohibition of blanket communications data retention legislation turns out to be impossible to achieve, the Data Retention Directive, at the very least, would need to be amended as follows:

1) The Directive shall set upper limits on national data retention legislation only, thus allowing national Parliaments and Constitutional Courts to decide against blanket communications data retention and for a system of expedited preservation and targeted collection of traffic data needed for a specific investigation as agreed in the Council of Europe's Convention on Cybercrime.

2) Where a Member State decides to enact or maintain blanket retention legislation, which we consider unacceptable and a violation of human rights, the EU Directive at the very least would need to make sure that such legislation shall

● not cover Internet access, Internet e-mail, Internet telephony or location data but fixed line and mobile telephony call records only;

● exempt communications which rely on particular confidentiality (e.g. with physicians, lawyers, workers councils, psychologists, helplines, journalists) from storage;

● not impose retention periods of more than 3 months;

● exempt small and medium size communications providers from retention obligations;

● provide for full reimbursement of providers' investment and operating cost including personnel cost;

● make compulsory decentralized data storage separate from business data, asymmetric encryption of retained data, application of the two-man rule in conjunction with advanced authentication procedures for access to the data, audit-proof recording of access to and deletion of data;

● not require data retention for service providers, types of data or purposes other than those covered by the Data Retention Directive (Article 15 of directive 2002/58 shall be deleted).
	

	8. 
	What would the practical implications on data protection and privacy be if the scope of the DRD was extended to also cover: 

(a) All criminal offences (rather than serious crime only);  

(b) Prevention of crime; and 

(c) Protection of life and limb and prevention of danger and investigations of crimes which can only be investigated through telecommunications data? 

Please provide examples of cases in which retained data could be used if the scope would be extended in each of these ways and comment on the advantages and disadvantages.
	a) All criminal offences (rather than serious crime only)


	

	
	
	b) Prevention of crime


	

	
	
	c) Protection of life and limb and prevention of danger and investigations of crimes which can only be investigated through telecommunications data?


	

	9. 
	What are the implications of the parallel existence of the ePrivacy Directive (ePD) and the Data Retention Directive in terms of the purpose for which data may be retained?
	Member States may currently grant access to data retained without cause for purposes other than the prosecution of serious crime. However, in our opinion the EU is not competent under Articles 114 or 87 TFEU to regulate access to and the use of retained communications data for law enforcement purposes (with the exception of cross-border requests). The EU is therefore unable to prevent Member States from accessing retained data for purposes other than prosecuting serious crime.


	

	
	Categories of data (Article 5)
	
	

	10. 
	What would the implications on privacy and data protection be if data on unsuccessful calls did not have to be retained?
	If data on unsuccessful calls did not have to be retained, the Directive would be slightly less intrusive.


	

	11. 
	What would the implications on privacy and data protection be if data on Internet access, Internet email and Internet telephony did not have to be retained?
	Exempting Internet access, Internet email and Internet telephony would greatly reduce the negative impact of blanket data retention on society. Retaining assigned IP addresses is particularly intrusive as IP logs, in combination with logs kept by Service Providers such as Google, reveal the contents of what we read, write and search on the Internet. Many people use the Internet only if they can do so anonymously, for example when seeking counsel and help in emergency situations (e.g. victims and perpetrators of violent or sexual crime, drug addicts), for voicing their opinions despite public pressure or for making grievances known (e.g. press sources, anonymous criminal complaints). As our information society develops, the ability to use the Internet anonymously will become ever more important in the future. 

Please find more information on the impact of IP retention in our article “Die drohende Internet-Vorratsdatenspeicherung” (in German).


	

	12. 
	What would the implications be if professionals dealing with sensitive information had to register with national authorities so that their IP addresses and phone numbers are excluded from the retention requirement? 

Do you think that this is feasible in practice?
	Concerning telephony, not only calls originating from sensitive professional groups would need to be exempted but also calls to such groups. The exemption would have to be mandatory for Member States, not optional. Also callers would need to be able to find out whether calls to a given number are untraceable, for example by sounding a signal. 

Such exclusion would very significantly reduce the negative impact of blanket data retention on society if enough professionals register their phone numbers. Professionals listed in certain categories of the yellow pages should be automatically exempted.

Such exclusion is feasible in practise.

However it would be useless in regard to Internet access. Internet access providers cannot determine whether a given Internet connection is used for retrieving or posting or searching for information subject to professional secrecy. 


	

	13. 
	What would the implications be if the scope was extended to include (non-content) traffic data on recent / future forms of communication (e.g. instant messaging, chat, downloads and uploads, image transfer etc.)
	Contrary to what the question suggests, download and upload logfiles contain content data. Such logs reveal what contents have been read and posted by whom. Requiring the retention of such information would mean that each and every click on the Internet would become traceable. Profiles on our interests, personality, political opinions, religion, health or sexual activities could be generated. This is completely inacceptable. 


	

	14. 
	What would the implications be if retention of on search engine query data was introduced?
	See above.
	

	15. 
	What are the likely implications of the move from iPv4 to iPv6?
	If IPv6 addresses are permanently assigned to a subscriber, potentially all action on the Internet can be retraced without storing or using traffic data.

Dynamic distribution of IPv6 addresses, at least every 24 hours, should therefore be made compulsory unless a static address is specifically requested by a subscriber. 


	

	16. 
	Do certain types of data amount to more severe limitations of citizens' fundamental rights than others?
	Please rate each of the following types of data in terms of their limitations of fundamental rights, where 6 = severe limitations and 1 = no limitations.

Comments


	

	
	
	1- No limitations
	2
	3
	4
	5
	6 – Severe limitations
	

	1 
	Unsuccessful calls 
	
	
	
	
	X
	
	

	2 
	Internet access
	
	
	
	
	
	X
	

	3 
	Internet email 
	
	
	
	
	
	X
	

	4 
	Internet telephony/VoIP 
	
	
	
	
	
	X
	

	5 
	Communications activity using information society services
	
	
	
	
	
	X
	

	6 
	Search engine queries
	
	
	
	
	
	X
	

	17. 
	What would the implications on data protection and privacy be if SMEs and business-to-business operators were excluded from the scope of the DRD?
	a) Exclusion of SMEs

Such exclusion would not benefit privacy very much as SME customers' communications would be likely to be logged by the provider of the called number.


	

	
	
	b) Exclusion of Business-to-Business operators

Such exclusion would not have much of an effect on citizens unless they operate a business.


	

	
	Period of retention (Article 6)
	
	

	18. 
	What would the implications be if the retention periods were changed as follows:

· 3 months minimum, 6 months maximum

· 6 months minimum, 1 year maximum 

· Harmonised period of one year 
	a) Between 3 and 6 months


	

	1. 
	
	b) Between 6 and 12 months


	

	2. 
	
	c) 1 year (harmonised)

The detrimental effects of blanket communications data retention on the freedom of communications are due to its inherent risks of data loss, data abuse and data misinterpretation. Once citizens can no longer communicate anonymously, the deterring effect of that traceability does not very much depend on how long communications are traceable. Blanket data retention for any period has similar implications.

If an EU-wide prohibition of blanket communications data retention legislation turns out to be impossible to achieve, the Data Retention Directive, at the very least, would need to be amended to set upper limits on national data retention legislation only, thus allowing national Parliaments and Constitutional Courts to decide against blanket communications data retention and for a system of expedited preservation and targeted collection of traffic data needed for a specific investigation as agreed in the Council of Europe's Convention on Cybercrime. The Directive should, in that case, set a retention period of 0 to no more than 3 months.
	

	19. 
	Is it important, from a data protection and privacy perspective, that there is a guarantee that all MS apply the same retention periods? Please explain. 
	It is not important, from a data protection and privacy perspective, that all MS apply the same retention periods. What matters is that as little communications data as possible are being retained in the first place. Electronic communications must be as confidential and untraceable as personal and postal communications. In Member States that do not require blanket data retention, Directive 2002/58 harmonises the processing of traffic data.

The EU must take into account the situation of member states that are legally unable (Romania) or politically unwilling (Germany) to introduce blanket data retention legislation. Differences in legal traditions, constitutions and political preferences in member states are too great to impose data retention on all Member States.


	

	
	Data protection and data security (Article 7) & Storage requirements (Article 8)
	
	

	20. 
	How would you describe the current level of data security?
	We agree with the German Federal Constitutional Court in that no acceptable level of communications data security is provided for at present. Decentralized data storage separate from business data, asymmetric encryption of retained data, application of the two-man rule in conjunction with advanced authentication procedures for access to the data, audit-proof recording of access to and deletion of data should be made compulsory. Such standards should apply to any communications data, including data stored under Directive 2002/58.


	

	21. 
	Do you think that there should be a requirement to ensure asymmetrical encryption of retained data? Why or why not? 

Are you aware of the extent to which this currently is being used?
	There should be such requirement in order to decrease the risk of data loss and data abuse. We are not aware to which extent communications data are currently being encrypted.
	

	22. 
	What would the advantages and disadvantages of using the "four eyes principle" be? (to ensure data security)
	There have been several cases of officials and employees abusing their powers and using personal data for personal gain. Making the processing of personal data dependent on approval by two persons would significantly reduce the risk of such abuse.


	

	23. 
	How effective is the current supervisory regime? What are the strengths and weaknesses?

Please provide any evidence of deficiencies in monitoring the application of data protection and security measures. 

What are the reasons for these deficiencies?
	Evidence of deficiencies:

· In 2006, 17 million sets of mobile phone subscriber data were sold by employees of T-Mobile, among them secret telephone numbers of ministers, politicians, former German heads of state, economic leaders, billionaires and church officials.

· In Ireland, a female detective sergeant in the Irish police's intelligence division is being investigated over claims that she used her position to check her former lover's phone records.

· In Germany an intelligence officer was charged in 2007 with having abused his powers to spy on his wife’s lover.

· In France LEAs used communications data illegally to disclose journalistic sources (Bettencourt affair).

· In the Czech Republic a policeman abused communications data on more than 40 citizens, including close aides of president Václav Klaus.

The only effective way to effectively prevent data abuse is not storing such sensitive data in the first place.


	

	24. 
	(a) What are the advantages and disadvantages for citizens, LEAs and industry of making data protection authorities the sole supervisory authorities in each Member State across the EU?

(b) What are the advantages and disadvantages for DPAs of making them the sole supervisory authorities in each Member State across the EU?


	(a) Advantages and disadvantages for citizens, LEAs and industry

DPAs are more likely to safeguard citizen's privacy due to their independence and their mission.

(b) Advantages and disadvantages for DPAs


	

	
	Monitoring and reporting (Article 10)
	
	

	25. 
	(a) Are the statistics requested in Art. 10(1) of the DRD sufficient to ensure an adequate monitoring of the implementation from a privacy and data protection point of view? 

Please also comment on whether citizens are currently discontent with the availability of information regarding data retention?
	The statistics mentioned in Art. 10(1) DRD are insufficient. A meaningful assessment of net effectiveness of blanket retention schemes needs to look at whether, in a given country, serious crime as a whole is prosecuted more effectively under a blanket retention scheme than under a targeted investigation scheme. Has the introduction of a blanket retention scheme led to an increase in the number of condemnations, acquittals, the closure or discontinuation of cases, or the prevention of crimes? Did States operating with targeted instruments achieve a similar number of condemnations, acquittals, the closure or discontinuation of cases, and the prevention of crimes as States operating with blanket retention? 

The Data Retention Directive cannot provide for such information as it applies only to states that have implemented blanket retention, and not to states that have not.

Please refer to pages 9 pp. of AK Vorrat's background report for details.


	

	
	(b) If not, what kind of statistics should be included? Please rate the importance of each of the following types of data in order to determine the necessity of data retention from 1 to 6 (1 being not important at all; 6 being very important):
	(i) All cases for which data were requested [.4.]

(ii) The percentage of cases where these data led to a conviction or an acquittal [.4.]

(iii) Cases which were closed/discontinued [.4.]

(iv) The type of retained data accessed and used [.4.]

(v) Age of the data when they were first accessed [.4.]

(vi) Qualitative evidence including details of specific cases where data was crucial to investigations and prosecutions [.4.]

(vii) Information on reported data breaches [.6.]

Note that such data as suggested above is misleading. None of it is conclusive as to the necessity and proportionality of blanket data retention. The only way to test the necessity of blanket retention is to compare its effects to those of a data preservation regime. Representative samples are good enough to that end. 
	

	
	Procedures for handover
	

	26. 
	Are there currently any problems in relation to late, unsecure and unauthorised handover?
	a) Late handover

(i) Yes or No

(ii) Comments

unknown to us

b) Unsecure handover

(i) Yes or No

yes

 (ii) Comments

LEAs are known to have sent communications data by e-mail using easy to break encryption (ZIP encryption).

c) Unauthorised handover

(i) Yes or No

yes

 (ii) Comments

See examples of abuse provided above.

	27. 
	What would the implications on data protection and privacy be if every request had to be authorised by an independent authority (e.g. a judge)? 


	Such procedural requirement is important in safeguarding the proportionality of each request. However, in our opinion the EU is not competent to regulate access to communications data by law enforcement agencies (except for cross-border requests).



	28. 
	What would be the advantages and disadvantages of establishing a 'single point of contact' for requesting and handing over retained data for each of the competent authorities and each operator?
	a) Advantages



	
	
	b) Disadvantages

In our opinion the EU is not competent to regulate access to communications data by law enforcement agencies (except for cross-border requests).

	29. 
	What would be the advantages and disadvantages of creating an obligation to share acquired retained data with competent authorities in another Member State, using a standard format, and with set timescales for providing the data requested?
	a) Advantages



	
	
	b) Disadvantages

Communications data are too sensitive to create an international data sharing obligation. Any such obligation would necessitate defining common preconditions to data requests. However the standards set and traditions observed by Member States in that respect vary greatly due to the sensitivity of telecommunications. Data sharing is already provided for sufficiently in other instruments. 



	30. 
	What would the implications on data protection and privacy be of having to authorise use with a "clear audit trail"?
	There should be such requirement to be able to hold personnel responsible for data breaches. This would decrease the risk of data loss and data abuse. 



	
	The need for an EU Directive
	

	31. 
	Please comment on the impacts of repealing the DRD from a data protection and privacy perspective, taking into account a potential need for increased use of other instruments and that the wider exemption possibilities permitted under the ePrivacy Directive, in particular Article 15(1), would still be in place.) 
	“potential need for increased use of other instruments”: The use of other investigative instruments is far preferable to blanket data retention as other instruments target suspects only rather than recording the entire population's (non-suspect's) communications without cause. Even if phone tapping, for example, interferes more with a suspect's fundamental rights than storing and using their communications data, tapping a suspect's phone is infinitely less intrusive than registering the entire population's communications without cause. 

“the wider exemption possibilities permitted under the ePrivacy Directive, in particular Article 15(1), would still be in place”: Despite the existence of the Data Retention Directives, Member States can have extra data types retained or data accessed for other purpuses than the prosecution of serious crime. The Data Retention Directive does not set meaningful limits on the exemption possibilities permitted under the ePrivacy Directive.

Due to the exemption possibilities permitted under the ePrivacy Directive, we do not suggest repealing the Data Retention Directive. Rather the EU should outlaw national blanket communications data retention legislation and encourage the implementation of systems of expedited preservation and targeted collection of traffic data needed for a specific criminal investigation as agreed in the Council of Europe's Convention on Cybercrime. 

If an EU-wide ban on blanket communications data retention legislation turns out to be impossible to achieve, the Data Retention Directive, at the very least, would need to be amended as to set upper limits on national data retention legislation only, thus allowing national Parliaments and Constitutional Courts to decide against blanket communications data retention and for a system of expedited preservation and targeted collection of traffic data needed for a specific investigation as agreed in the Council of Europe's Convention on Cybercrime.

Removing the blanket data retention requirement would have a major positive impact on large parts of society. It would remove the devastating effects of blanket data retention described above.



	32. 
	Please comment on the impacts of an EU-wide prohibition of retention of data for longer than is necessary for commercial purposes.
	With a prohibition of blanket data retention, sensitive information about social contacts (including business contacts), movements and the private lives (e.g. contacts with physicians, lawyers, workers councils, psychologists, helplines, etc) of 500 million Europeans would no longer be collected in the absence of any suspicion. Professional confidentiality would again be guaranteed, risks of data losses and data abuses eliminated and citizens free to communicate confidentially via electronic communication networks. Journalistic sources would be protected and the freedom of the press guaranteed. Overall essential preconditions to our open and democratic society would be restored. 

Crime statistics prove that crime could be prosecuted just as effectively by using targeted instruments, such as recording data that is needed for a specific criminal investigation (“data preservation”). 



	
	Any other comments?
	For more information please refer to

· Joint letter of 100 NGOs (22 Jun 2010)
· AK Vorrat letter to Cecilia Malmström (3 Sep 2010) 

· AK Vorrat background information and facts concerning the evaluation of the Data Retention Directive 2006/24/EC (17 Apr 2011)
· Joint Position on the revision of the EU Data Retention Directive (15 Jul 2011) 




�	 Directive 2006/24/EC on the retention of data generated or processed in connection with the provision of publicly available electronic communications services or of public communications networks and amending Directive 2002/58/EC
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