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Purpose of the meeting

This meeting has been set up to give representatives of the judiciary in the EU an opportunity to talk to the European Commission about the role of retained telecommunications data in their jurisdictions, and to consider what could be the impact of changing the current EU framework.  As stated in the Data Retention Directive evaluation report,
 the Commission intends to support and regulate data retention in the EU. As a first step in revising the directive, the Commission is consulting all groups with an interest in this area on possible options for the future of the storage and use of telecommunications in the EU. This paper aims to facilitate discussion in order to inform an impact assessment on these options. Further information on the issues raised can be found in the evaluation report. 
Reform of the Data Retention Directive
Retained telecommunications data is used by police and prosecutors in the prevention, investigation and prosecution of crime. The EU through a number of directives in the last ten to fifteen years has sought to regulate the requirement for telecommunications service and network providers to retain data for a specific period of time. The Data Retention Directive (Directive 2006/24/EC) requires Member States to ensure that these operators retain certain categories of data (for identifying identity and details of phone calls made and emails sent, excluding the content of those communications) for the purpose of the investigation, detection and prosecution of serious crime, as defined by national law.

26 Member States have notified the Commission that they have transposed the Directive. Of these, Romania, Germany and Czech Republic no longer have legislation in place, as their transposing laws were annulled as unconstitutional by their respective Constitutional Courts. One Member State – Sweden – has yet to adopt transposing legislation.

The Commission's evaluation report on the directive was adopted on 18 April and has since been presented and discussed in committees in the European Parliament and Council.  Workshops to help the Commission identify options for the future have been set up to understand better stakeholders' views on whether the data retention framework should change and, if so, how and what the impact would be for security, internal market and the protection of fundamental rights. The Network of the Presidents of the Supreme Judicial Courts of the European Union, the European Network of Councils for the Judiciary and Eurojust have been invited to attend this workshop on 19 September 2011. The Commission will consider all options as part of its impact assessment. On the basis of that assessment a proposal will be made in 2012. 

Use of telecommunications data in criminal investigation and prosecution
According to most Member States, historic telecommunications data is a typical form of forensic evidence to be analysed during the course of a criminal investigation. It can be particularly valuable in cases of organised crime for revealing links between individuals, for cases where there are no witnesses, and for crimes committed over the internet where the only trace left behind is the internet data. But the purpose for which these data may be retained and access remains ambiguous, particularly as the purpose definition in Article 1 of the Directive is not aligned with Article 15(1) of the e-Privacy Directive (Directive 2002/ 56/EC). The Commission is therefore considering how to ensure that data is only retained for a single, clear purpose and that this purpose is as limited as possible, given the needs of criminal justice and security. 
Questions for discussion 

1. How often is non-content telecommunications data used in criminal investigations and prosecutions – whether by prosecutors or defence counsel? Is it possible to determine the value of this type of evidence?
2. Are you aware of cases in which these data are used for non-criminal trials?

3. What would be the impact on criminal justice systems of limiting or expanding the purpose definition of the Data Retention Directive?

Judicial oversight: authorisation of requests for access to data and supervision

In some Member States any request for data needs to be authorised by a court. Some Member States require non-judicial authorisation. In one Member State (UK), a senior judge has oversight of how the system for data retention and use operates in general.  The Commission is considering whether the EU should apply a more consistent standard for how these data are accessed. 
Questions for discussion 

4. Do you consider the current authorisation process in your jurisdiction to be efficient? 
5. What would be the impact and the consequences of setting a standard requirement across the EU of judicial authorisation for each individual request for data?
Monitoring, evaluation and statistics

Given the concerns expressed by many in industry, data protection authorities and civil society, as well as several national courts, there is a clear need for convincing quantitative and qualitative evidence of the necessity of the obligation to retain data for six months to two years. At present, the requirement for statistics under Article 10 of the Directive does not enable a proper assessment of whether the instrument itself is necessary throughout the EU. Ideally, the EU should be able to produce statistics on all cases for which data were requested, to state the role of the data in leading to a conviction or an acquittal, to state which cases were closed/discontinued and to indicate the type
 of retained data accessed and used. The Commission needs to assess whether such a requirement is proportionate to the costs which might be involved, particularly for courts which would be best placed to report on the outcome of specific cases involving telecommunications data as evidence. 

Questions for discussion 

6. How could courts assist in providing information on how data determined outcome of cases? 

� http://ec.europa.eu/commission_2010-2014/malmstrom/archive/20110418_data_retention_evaluation_en.pdf


� See Data Retention Directive Article 5 'categories of data to be retained', first paragraph, i.e. source of communication Article 5(1) (a) (1) and (a) (2) ;  destination of communication 5(1) (b) (1) and (2) ;  data, time, and duration of the communication 5(1) (c) (1) and (2) ;  type of communication 5(1) (d) (1) and (2) ;  communication equipment 5(1) (b) (1), (2) and (3) ;  location of equipment  5(1) (f) (1) and (2) 
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